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ABSTRACT

KakaoTalk has the highest market share among domestic messengers. As such, KakaoTalk’s conversation content is an
important evidence in digital forensics, and the conversation is stored in the form of an encrypted database on a user’s
device. In addition, macOS has the characteristic that it is difficult to access because the disk encryption function is
basically activated. The decryption method of the KakaoTalk database for Windows has been studied, but the decryption
method has not been studied for KakaoTalk for macOS. In this paper, research the decryption method of the KakaoTalk
database for macOS and a way to Brute-Force plan using the characteristics of KakaoTalk’s UserID and compare it with
KakaoTalk for Windows to examine the commonalities and differences. The results of this paper are expected to be used to
analyze users’ actions and events when investigating crimes using macOS.
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Table 1. Analysis Target

Table 3. KakaoTalk Data Path

Name Path
KakaoTalk /Applications/KakaoTalk.app/
Binary Contents/MacOS/KakaoTalk

/Users/(username]/Library/Co
ntainers/com.kakao.KakaoTalk
Mac/Data/Library/Applicaition
Support/com.kakao.KakaoTalk
Mac/(dbname)

Database

/Users/(username)/Library/Co
ntainers/com.kakao.KakaoTalk
Multimedia | Mac/Data/Library/Applicaition
File Support/com.kakao.KakaoTalk
Mac/(userDirectory)/(chatId)/(
messageld].(extension]

Classification Detail
Model Macbook Air (M2, 2022)
(6N} macOS Ventura 13.4
Kakaotalk 3.1.9(1025)

Table 2. Analysis Tools

Name Version
IDA Pro 8.2.230124
Python 3.11
DB Browser
for SQLite 3.12.2
SQLCipher 3.15.2
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macOS4 7I7FeE2] i3t Wgo] AA=Ee] 9l
= dloJgmlo] 9] m}d9-2 hashedDeviceUUID
o} UserID3t 18] 54 #4195 238l 7] 3
A 3kl PBKDF2(Password-Based Key
Derivation  Function)& %3 A=}
hashedDeviceUUID+ DeviceUUIDE  o]&3}
of A=, FHFHoR dofefro]x ddw AA

Table 4. Process of generating database file
name

Input: UserID, DeviceUUID
Output: DB_NAME
11 KEY1 < SHA1(DeviceUUID)
KEY2 < SHA256(DeviceUUID)
hashedDeviceUUID «
Base64_Encode(KEY1 + KEY2)
4: KEY3 < “"join(("."."F", UserID,"A",
“F",DeviceUUID(::-1),"" "))
dkLen < 128
iterations < 100,000
DB_NAME <«

PBKDF2_HMAC("SHA256",
KEY3, hashedDeviceUUID(::-1],

iterations, dkLen)
8: return DB_NAME
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Table 5. Database decryption key generation
process

Input: UserID, DeviceUUID
Output: DB _KEY
1t KEY1 < SHA1(DeviceUUID)
2. KEY2 < SHA256(DeviceUUID)
hashedDeviceUUID «
Base64_Encode(KEY1 + KEY2)
4: KEY3 < “F .join({("A” hashedDeviceUUID,
“|""F" DeviceUUID(:5),"H",
UserID,"|", DeviceUUID(7:]])
dkLen < 128
iterations < 100,000
DB_KEY <«

PBKDF2_HMAC("SHA256",
KEY3(::-1), DeviceUUID(10:],

iterations, dkLen)
8: return DB_KEY

Table 6. Process of creating directory names for
each user

Input: UserID
Output: FOLDER_NAME
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1: hashedUserID < SHA512(UserID)
2: FOLDER_NAME «

hashedUserID(20:40)
3: return FOLDER_NAME

Table 7. Process of creating directory names for
each chat room

Input: chatRoomld
Output: FOLDER NAME
1: hashedchatRoomId < SHA1(chatRoomlId)
2: FOLDER_NAME <« hashedchatRoomId
3: return FOLDER_NAME
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Table 8. Encrypted multimedia’s file extensions
and unique identifiers

Extension Igerzt?gsr Detail
.thm t Image Thumbnail File
Jimg p Image File
.aud a Voice Record File
vid Video File
txt 1 Text File
Table 9. Process of generating encrypted

multimedia filename

Input: chatlLogld, Extension Eigenvalue

Output: FILE_NAME
1: FILE_NAME «
2: SHA1(Extension Eigenvalue +

chatLoglId(::-1))
3. return FILE_ NAME
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8: DB_NAME «
A% el Sl ASH ARE 5 ;

PBKDF2 HMAC('SHA256",

AES-256-CBC H331& Zlsshd 189 Hew KEY3, hashedDeviceUUID(::-1],
te] dloleE A= 4 9} D FAHL Table iterations, dkLen)
103} 72t} 9: if (DB_LNAME == User_DB_NAME)

return UserID

Table 10. Process of decrypt multimedia data

AR 9 mgke® AR 2R,
Input:  UserlD. ENCFILE PBKDF2_HMAC %72]%¢] 2 iterations @2

Output: DECFILE ol oq_/\} b A2zl 2o 5

1: IV « ENCFILE[16] = 1_°H FLASNA —,—‘6]—01] u}‘j’]‘ U - ]’ v"‘1‘—1—7]' ‘_X']‘é‘l
2: ENCDATA < ENCFILE[16:) A3k,

3: KEY1 <« PBKDF2_HMAC("SHA256",

UserID, UserID(::-1J, SSX0| M2 XAl HIO}
iterations, dkLen) 4.2 a=H B 24 U
4: KEY2 < SHA256(KEY1)

5. DECDATA < AES256/CBC/DEC Table 6] 4 HHe=] A4 darejge] me
6: (ENCDATA, KEY2, IV) W, UserID el diste] SHA512 A& 343}
7: DECFILE < DECDATA(256:] o] 44 tldegHe £33t} o] 2 o]Ldle] R
8: return DECFILE Z/\]—’G]—U:] 5 10]]/(14 ‘:1_ :@}- :113] Z_% 7ﬂ5<17< %_;_

N A UserlD #& A5 ZAFE 5 A = A4
IV. "3 ZAb et SN 5 UserlD s A5 ok &
ze}
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BHogt FEF 4 ¢lvh &A1 UserlD %Alﬁ 0
FE O AR ke weed A 2Ake Table 12. Brute-Force method using a user
%3] UserIDE dobd 4 i} directory name generation algorithm

Input: User_ FOLDER_NAME
Output: UserlD
1: hashedUserID < SHA512(UserID)
2. while (UserID < sizeof(int))
3: hashedUserID < SHA512(UserID)
4 FOLDER_NAME «
hashedUserID(20:40)

4.1 7|& ™5 ZA get

Table 49 "olejwjo]~ stdnl QA oFve] =z}
UserIDY B4 0]43}e] UserlD e =3t

Table 11. Brute-Force method using database

file name generation algorithm 5. return FOLDER_NAME
Input: DeviceUUID, User_ DB_NAME
Output: UserID Table 13. Brute-Force test environment
10 KEY1 < SHA1(DeviceUUID) - - -
: KEY2 < SHA256(DeviceUUID) Classification Detail
3: hashedDeviceUUID « CPU 19-13900K
Base64_Encode(KEY1 + KEY2) RAM 64GB
;1 Whil}({eE%serIP" Sm&eof(;n%) DA” MultiThread 24 Core
' SO B e A Benchmark UserID 10,000,000
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Table 14. Brute-Force time required for each
algorithm

Table 15. chatLogs Table structure in KakaoTalk

for Windows

Algorithm Duration of time 0S Classification Detail
Database Filename 213538s Wlndgvsvs logld ChatLog 1D
User Directory Name 3s mac
Windows authorld Chat Author
e macOS UserlID
A I
V. GIOIE#I0]A Hlm HA Windows | S
macOS yp yp
H Aol Windows 733 macOS 373 ¢4 Windows clientMsgld M D
ANrheme] H5stul Bh3} g dolelmlo] g v macOS msgld cosase
slo] 717k ofi W4 vk gl Al ey, Windows | Sond Time
macOS
5.1 CHat LHE NMZE Hi4 Windows message Chat Message
macOS
7715 ol W8S SQLite dlolgjHlo]~ Vlflllr;ggvsvs attachment Attachment
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g2 A=} Windows 7 ellAe “415’4 2 Wi orov. meg miss Prov Mossage
dolelro] 2~ A& AA3Y macOS 3ol = 1ndows ing Missing Flag
shute] dlojeulo] el mE chsiuke] st WE-& Wind next_msg miss Next Message
7153k}, ol2jgt 422 <lsl, Windows$ 717} fnaows ing Missing Flag
L2EAE g3k Yrpd, dolewo] A I =} Windows deleted Delete Flag
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Windows | is_link message
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o5 :Eiégéﬁ;?ﬂs?i?a:(ecuteUpdate:", CFSTR("PRAGMA secure_delete = 17)); Windows
. "executelpdate:", CFSTR("PRAGMA journal mode = wal"}); referer Referer
, "executeUpdate:", CFSTR("PRAGMA synchronous = 1")); macOS
» "executeUpdate:", CFSTR("PRAGMA fullfsync = 1"));
Windows lement B
Fig. 1. SQLite Database Options for macOS macOS suppieme
KakaoTalk Windows rewrite Rewrite Flag
. is_encrypt_dele Delete Message
5.2 0=} LH2 HIO|Z H|w Windows te_msg Encrypt Flag
macOS chatld Chat ID
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o] 2ol 3 Fe]=nd, NTChatMessage ©l¢] macOS subType -
Lol A4t Windows$ 717ke5 s} &2 macOS contentFlag Content Flag
7k dighg dloleimlo] 9] chatLogs Hlel=el A macOS extra Extra Infomation
AElrh dist vlge]l ARE= Helwd TE= macOS readAt Read Time
Table 159 2t} macOS localFilePath -

Windows 3¢l AHAE wAAE dwsls)
71 wgel 433 A94F-E deleted” A
"is_encrypt_delete msg” ZAHL FajA 2Y3l

t}. macOS A= A

AR BEow

olglr] W] Mme) EA AL Fa A
A, type” AR AAA B Fa A ol



A 00553

(2023. 10) 759

AA7} AAE wARele Balst 2 ool wat
macOS A= gle Azke 72

2 olt}, BT o] w3} Abtjule] oL A=A
7153 o] o FeloldlEst Y AE 71
she oz gt

5.3 AREIE HIAIX|

TPt S e AtelA H3t fes mE o
3} ”‘W"ﬂﬂw AARE e 7 AT ol
© BT 0S4 Fels AR 5 e 7lselth
o] 71%5& AHEalA Windows$ 717k25<l4 w4
A& AAER dloleue] ~ell= s st Wgol
duste AR AREE, s wARe ERgle]
"16385°% 715E a1, AEa AR Hre] Azl
Zre]l 7129}t macOS A= &l WAA 7}
gl AR ARE ] g wAATE AR WA
A9)s gebet 4 9iARh, Windows$ 7171253
7R 2w A1 A] Elgle] "16385° 2 FUsH 7=
Hrg, olE Faf s wAAZF A" WA S
o} T olq_

(e}

V. 8 8

717k dlole o] AR Aol wHA
Adrkety & AwR 77peEL AnlEES PCol|A]
el ARgE I otk Tple s =g, k=R
= i0S Z#2Z macOS7HA| el A= vt
2 macOS ARo] S7Htel wet macOSE 7}
e Ee] B4 34n wolxl: HhHe] macOS4
7p7ke 5 dlolefrlo]x~ H53t A= ofx Algsl
v} gk,

B EEedlAE macOSE 7FeE dHol
2 dlolewo] s H53} wieks AAF} o] &
717185 dlole] 52 Wz FAF Al w5
23k A7k 2 Felo} m3 macOSE 7PIE
o] dlole= =52} oh=A AR S AAEE o
o3Pt oF ®loke Aol v itk o] AT A=
macOSE ©]43 W5 AR o] ARgAke] 9
2 A ARE BASHE e &8 4 s A
o= 7|dEet

QE.
X
S

=
i
=
%

(1]

References

Minuook Jo and Nam Su Chang.
“Study on The Data Decryption and
Artifacts Analysis of KakaoTalk in
Windows Environment,” Journal of the

Korea Institute of  Information
Security & Cryptology, 33(1), pp.
51-61, Feb. 2023

J. Choi, J. Park, and H. Kim,
‘Forensic analysis of the backup
database file in KakaoTalk

2017 IEEE International
Conference on Big Data and Smart
Computing, pp. 156-161, Feb. 2017

J, Choi, J. Yu, and H, Kim, "Digital
forensic encrypted
database files in instant messaging

messenger,”

analysis of

applications on Windows operating
Case study with KakaoTalk,
NateOn and QQ messenger,” Digital
28, pp. S50-SH9,

systems:

Investigation, vol.
Apr. 2019

Nabi Lee, “A Study
Classification and Sentiment Analysis
KakaoTalk
Messages under Android and Windows
Environments,” Journal of Digital
Forensics, 16(3), pp. 14-34, Set. 2022
JongCheol Yoon and Yongsuk Park,
chatting
messenger service in KakaoTalk and

on Artifacts

by Deep Learning in

"Forensic Analysis of

Comparison Study of KakaoTalk and

4

WhatsApp Artifacts,”
Korea Institute of Information and

Journal of the

Communication Engineering, 20(4),
pp. 777-785, Apr. 2016
Byungchul Youn, Soram Kim and

"Study
Malang Talkafe Database Encryption

Jongsung Kim, on Malang
Process and Recovering Its Deleted
Messages on Windows,” Journal of the

Information

30(3). pp.

Korea Institute of

Security & Cryptology,



760 macOS4 77125 dlo|gjwlo] H5 3} mlol

397-403, Jun. 2020 (10) Byungchan Jung, Jaehyeok Han,
(7)  Sumin Shin, Eunhu Park, Soram Kim, Hoyong Choi, and Sangjin Lee. A
and Jongsung Kim. “Artifacts Analysis Study on the Possibility of Recover
of Slack and Discord Messenger in ing Deleted Data through Analysis of
Digital Forensic,” Journal of Digital SQLite Journal in Messenger
Contents Society, 21(4), pp. 799-809, Application,” Journal of Digital
April, 2020 Forensics, 12(2), pp. 11-20, Sept,
(8] Giyoon Kim, Uk Hur, Sehoon Lee, 2018
and Jongsung Kim. “For Forensic (11) Uk  Hur, Myungseo Park, and
Analysis of the Secure Instant Jongsung Kim. “Study on Improved
Messenger  SureSpot,” Journal of Decryption Method of  WeChat
Digital Forensics ., 13(3), pp. 175-188, Messenger and Deleted Message
Sept, 2019 Recovery Using SQLite Full Text
(9) Sueun Jung and Sangjin Lee, Search Data,” Journal of the Korea
“Recovering deleted data of encrypted Institute of Information Security &
data by SQLCipher,” Master. Thesis, Cryptology, 30(3)., pp. 405-415, June,
Korea University School of Cyber- 2020

security, Feb 2022.

(M X290

vl ¥ £ (Beomjun Park) A3¢
20219 49 ~3A): PZH R E A7
20229 39 ~3&A: weidign dubishyd A ¥ W ekets) A AlA]
(Gl Eep gAd x| oJ3st

o] A 7l (Sangjin Lee) £413]%

19899 109 ~19999 294: ETRI A1 A4

19999 3¥~&A: wdEy w5

20084 39 ~3A): arefdfstal oA " 2l A AFAE] Al
(FHAlEel) HA " 24




